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Application for:

Highly Restricted (RED) & Restricted (AMBER) Access Control to an area

	1. Why must you apply for permission to restrict access to an area?


	There are many reasons for wanting or needing to control access to your sensitive, or safety critical, areas. However, when this control is highly restrictive it does raise issues with regard to emergency access; for instance, in the event of the collapse or injury of a worker or in the event of fire, flood, or security incident. ‘Licence’ to restrict, or highly restrict, access to an area can only therefore be granted once it is established that procedures to deal with such eventualities are developed and implemented.

	

	2. Name of applicant


	Name
	
	Dept/Div
	     
	Faculty
	     

	

	3. Name of person(s) responsible for the area


	Name
	     
	Dept/Div
	     
	Faculty
	     

	

	4. Room or area details

	A separate application must be made for each room or area

	Room or area
	     
	Building
	     
	Campus
	     

	Room or area function
	 FORMDROPDOWN 

If other, specify:      

	Access control level required

See matrix overleaf and College guidance
	Highly restricted (red)  FORMCHECKBOX 
     No. of signs required:                         
Restricted (amber)  FORMCHECKBOX 
          No. of signs required:      

	Identification number of the card reader to this room (if applicable)
	     

	Name of individual authorised to request permission changes for access to this room or area
	     

	

	5. Provide justification for application for this level of access control


	     

	

	6. In order to receive approval for red or amber access control evidence of the following will be required


	
	Protocol developed and implemented
	Confirm that the protocol is included with this application. Provide the section/page/paragraph reference
	For Safety Dept use only

	Lone working


Medical emergency


Security incident


Planned Preventative Maintenance

Reactive Emergency Maintenance (eg flood)
Fire

Arrangements for cleaning & waste removal

Other:      


	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
 FORMCHECKBOX 
 Ref:      
	Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 

Approved  FORMCHECKBOX 


	

	For safety department use

	

	Date approval granted
	     
	Approval granted by
	     
	Safety Dept ID
	     

	Sign issued to
	     
	College ID Number  
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Key criteria for access control coding of Imperial College areas

highly
restricted
access

RED

restricted

access

AMBER

YELLOW

Uncoded
areas

Access restrictions

Access to named authorised
personnel only even in emergency

Access to named authorised
personnel only.

Access allowed for Facilities
Management in emergency only
(with the exception of plant rooms)

Access to named authorised
personnel only.

Access to authorised cleaners
allowed.

Access allowed for Facilities
Management in emergency only.

No restriction to authorised
building users or visitors UNLESS
other signage indicates that
access is restricted to authorised
persons. Always obey safety
signage.

Type of area

Highly restricted areas such
as Containment Level 3
laboratories, CBS holding
rooms, radiation controlled
areas or those containing
sensitive or expensive
equipment

Restricted areas such as
Containment Level 3 suite
corridors, CBS corridors and
offices, laser labs and plant
rooms

Restricted areas such as
Containment Level 2
laboratories and other general
laboratories

All other areas

Routine access

Trained and authorised
researchers

Permit-to-Work required for all
works and cleaning as defined in
College guidance

Trained and authorised researchers
(or maintenance staff in the case of
plant rooms)

Permit-to-Work required for all works
and cleaning as defined in College
guidance

Trained and authorised
researchers

Trained and authorised cleaners
with specified duties

Permit-to-Work required for all

works and non-routine cleaning
as defined in College guidance

No restriction

Emergency access

Strictly controlled by pre-
established written protocol
only

Response by FM or
Security can be facilitated
without the users but only
by pre-established and
specific protocol

Response by FM or
Security can be facilitated
without the users. Generic
response protocols will

apply

No restriction
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